University of California Group Health and Welfare Benefits Plans
HIPAA Privacy and Security Rules Policies and Procedures
I.  HUMAN RESOURCES AND BENEFITS EMAIL POLICY 

Electronic mail is fundamentally insecure.  Email in transit may potentially be viewed by many individuals since it may pass through several switches enroute to its final destination.  It may be forwarded on to unintended recipients by the first recipient, or it may not reach the intended recipient at all.  Nevertheless, the risks for a single piece of email are extremely small given the volume of email traffic.  


Human Resources and Benefits (HR/B) conducted a HIPAA Security Rule Risk Assessment for the UC Group Health and Welfare Benefits Plans. The risk assessment revealed that most of the communication of "Protected Health Information" (PHI) is through email.   Due to HIPAA rules and other privacy laws, emails containing electronic protected health information (ePHI) need to be subject to a higher level of security than normal. The following policy has been developed to provide increased security in this media.

HR/B has determined that interdepartmental email transmissions are secure as they reside behind IR&C's firewall.  Therefore, email outside the department is the focus of this Email Policy, with the objective being not to send ePHI outside the department.  

When responding to incoming email from outside the department: 

1.   Use the Minimum Necessary Standard 
        Use or disclose only the minimum PHI that you need to know to do your 
job.  (see the University of California Group Health and Welfare Benefit 

     Plans, HIPAA Privacy Rule Polices and Procedures, Minimum Necessary

if more information is needed).

2.   Delete unnecessary ePHI in your reply
For incoming emails from members or others outside HR/B that include 
unnecessary ePHI, scrub the email before replying.  

3.   Scrubbing an email is defined in two parts - 1) the review and deletion of 
unnecessary ePHI from the Subject Line and/or 2) the complete 
        deletion of the body of the original email replacing it with a generic email 
policy response.    
        
        a)     Subject Line
                -If free of ePHI - Hit reply and retain the To:, From: and Subject: from 

        the original email.  
                -If contains ePHI - Remove all unneeded ePHI.

        b)     Delete the remainder of the original email.
        c)     Tailor your reply based on the following generic email policy response:


        We have received your email requesting ____________________.    We 
are working (have worked) on a resolution of your issue and the status is 
___________________.

       For your protection, due to HIPAA and other privacy requirements, we may
 delete your initial email or the unnecessary personal medical  information
 contained in your email, because we did not require it to address your 
problem.  It is the policy of the University to use only the minimum necessary 
information to resolve our plan members’ issues.

        d)     Before sending, check that your response is going to the recipient(s) 
              you had intended.

4.    Delete the original email containing ePHI as soon as it is not needed.  If you 
  decide to store email containing ePHI, make sure to comply with your unit's 
  HIPAA-related policies and practices. 

5.    If you must send PHI, there are two HR/B -preferred methods for outbound 
  email:
        a)     Use an alternate delivery method: phone, dedicated fax machine, 
           dedicated carrier line, hardcopy, OR
        b)     Create new text or cut and paste the original text from the inbound 

      email into a Word document with your response.  Password protect* 

      this document and attach to an email.  Send a second email with the 

      password or call the recipient and give the password over the phone.

        *To password protect a document:
        Under the Tools menu, click Options, then click Security.   Enter a password 
   for the recipient to use to open the document.  Hit 'OK'.
        
   Your password can be up to 255 characters long and can consist of upper/
   lower case letters, numbers and/or symbols.  Use a mixture of these to 
   create a strong password.  

6.    Questions regarding this HR/B policy should be directed to your supervisor.

                                                                ******  
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